LATEOUT OF THE GATE:
COMPANIES LAGGING
ON GDPR'S CONTROLLER
ACCOMMODATION
REQUIREMENT
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OVERVIEW

In less than a year's time, the General Data Protection Regulation will succeed the
EU's Data Protection Directive. But many organizations striving to align with the
new framework’s requirements are not properly weighing the gravity of its nuanced

"controller accommodation” provision, or are avoiding it out of distress.

Controller accommodation is the concept of processors accepting the burdens

of the GDPR on behalf of controllers when systematic or procedural boundaries
necessitate it. Generally, this is put into the context of employing security measures
and facilitating requests from data subjects to exercise their rights. The condition
should eliminate finger pointing between controllers and processors, something
that vague privacy doctrines of the past have allowed, but it seems as though
companies are having trouble determining and formally spelling out when business
relationships and technology interplay demand accommodation.



STRAIGHT FROM THE TEXT

Serving as the guard rails for this topic, Article 28 of the GDPR's “"Controller and
Processor” chapter is chiefly the section that outlines the responsibilities of controllers
when engaging processors. Part 1 of the article sets the tone for the remaining parts to
come, establishing that controllers interested in delegating to processors (i.e. service
providers) functions of their product or service that involve personal data processing
must only engage organizations willing and able to uphold whatever the inherited
obligations of the GDPR would be.

Subsequently, part 3 dictates what must be documented in contracts between
controllers and processors, particularly including details like the nature of the relationship
with the processor (what the processor’s service or product is), what the processor

will actually be doing (as in, what is the functional interaction between the controller

and processor) as part of their service or product, the types of personal data that will

be handled by the processor, and what general or specific GDPR obligations will be
imposed on the processor.



STRAIGHT FROM THE TEXT

That part segues into the following section of the article, which most explicitly drives the
concept of controller accommodation:

"...(e) taking into account the nature of the processing, [a processor] assists the controller by
appropriate technical and organisational measures, insofar as this is possible, for the fulfilment of the
controller’s obligation to respond to requests for exercising the data subject’s rights laid down in
Chapter IlI;

(f) [a processor] assists the controller in ensuring compliance with the obligations pursuant to
Articles 32 to 36 taking into account the nature of processing and the information available to the
processor;

(g) at the choice of the controller, [a processor] deletes or returns all the personal data to the
controller after the end of the provision of services relating to processing, and deletes existing
copies unless Union or Member State law requires storage of the personal data...”

There are some very actionable takeaways here. Simply put: controllers can only work with
processors that will abide by the precepts of the GDPR, controllers and processors must
agree on accommodation requisites, and this all must be formally articulated in writing.



GETTINGSTARTED

— Familiarize yourself with the chapters and articles in the GDPR program.
Schellman has additional content beyond this white paper shared through
blogs and recorded webinars.

— Understand how and where your organization ingests, stores, and transfers

European personal data.

— Assess how privacy mature (or immature) your enterprise is.

CONTACTUSTODAY

Schellman offers several competitive differentiators for organizaions looking to align
themselves with the GDPR. We are the first CPA firm that is 100% independent with
no consulting agenda. We also offer organizations the opportunity to consult with
our distinguished subject matter experts:

Avani Desai
Executive Vice President
CISSP, CISA, CIPP, CCSK

For more information or to contact us about your GDPR initiatives,

go to www.schellmanco.com/gdpr
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